INTRODUCTION
Electronic monitoring and workplace surveillance are topics of interest to scholars in a wide variety of disciplines, ranging from the fundamental such as sociology and philosophy over the specialised computer and information ethics up to the applied topics such as information systems. Recent technological developments, particularly the increasing ubiquity of computers and networks as well as the convergence between different technologies, have created a whole new range of ways in which we can try to find out what others are doing. The area in which these activities are probably most prominent and widespread is that of the workplace. Employers have an interest in what their employees are doing for a variety of reasons ranging from ensuring that employees are spending their paid time productively to fears of becoming legally liable for inappropriate online behaviour.
As one can see, the area is complex and allows a variety of approaches. Electronic workplace monitoring can be seen as a legal problem, as a moral question, as a social conundrum and many more. Accordingly, one can find numerous publications that address the problem from different angles, offering conceptual clarification, empirical data, or both.
One thing that most of these publications have in common is that they start with the assumption that monitoring is in some sense problematic and they then attempt to offer some sort of solution or clarification. The authors of this paper are all involved in this sort of research regarding the ethical or social side of monitoring and during the research we encountered something that puzzled us and motivated us to write this paper. During our empirical investigations into electronic monitoring we found that a very wide-spread initial reaction of many of our respondents who were monitored in one way or another was that they did not take it to be a problem. The dilemma at the bottom of this paper is thus that despite the fact that monitoring is generally recognised by academics as being problematic, the people who are faced with it do not, as a general rule, share this perception. This paper will therefore attempt a different approach to what is classically done in academic writings about surveillance. Typically, articles on surveillance will give an overview of the literature, identify a problem in the existing literature and offer some kind of empirical or conceptual tool to address this. This paper will instead start out with a description of three different pieces of research that we did and whose common feature was that the research objects failed to see monitoring as problematic. On the basis of these empirical findings we will then proceed to ask the question why academics see it as a problem while the people who are most affected by it do not. This raises a number of issues, including the relationship of theory and practice and the role of universities and academics in society or the ethical foundations of privacy and surveillance, which will be impossible to discuss comprehensively in a brief paper. Nevertheless we believe this discussion to be of central importance for people interested in surveillance. Without clarifying to some degree why it is possible to see surveillance as problematic despite a lack of public interest, all attempts to effectively change the practice are in danger of not being taken seriously. With this paper we hope to start a debate on why people frequently think that being surveilled is no problem and what -if anything -academics can and should do about it.
SOME EMPIRICAL RESEARCH ON SURVEILLANCE
In this section we will describe empirical research we have done in the area of electronic surveillance. The common theme of the different approaches will be shown to be a lack of awareness of the ethical dimension of surveillance. Neither those being surveilled nor those doing the surveillance tend to consider the ethical and social implications of the practice.
The section will demonstrate that the traditional approach of seeing surveillance as intrinsically bad is problematic in so far as this does not necessarily reflect the view of those who are affected.
The Importance of Codes of Conduct for Irish IS/IT Professionals' Practice of Employee Surveillance
This piece of research aimed to establish the relationship between the perception and reality of employee surveillance on the one hand and codes of ethics or codes of conduct on the other. (For a more complete discussion of the research cf. Collins & Stahl 2002.) For the purpose of this research, a survey was conducted among 60 IS/IT professionals, working in the roles of Manager/Directors of IS or LAN/Network Administrator, within large Irish based organisations (over 100 employees). These respondents were specifically targeted as they play very distinct roles regarding electronic surveillance, one being the custodian of the technology and the other being the policy creator or bearer. Furthermore, we believed that targeting IS professionals from large firms was useful because of a greater likelihood that there would be an established information technology department. In order to ensure that the respondents had some prior experience, professionals were questioned who had three or more years of experience. 45% of the respondents had been employed as an IS professional for between 3-4 years, 23% of respondents had worked as an IS professional for between 5-9 years and 23% of the respondents worked in the industry for over 10 years.
It was hoped that they might have encountered ethical dilemmas surrounding electronic surveillance technologies. In order to allow for diversity in the sample, the type of industry category that was targeted was a mix of private enterprise and public service companies.
75% the respondents were from private enterprises and 25% came from the public service sector.
In order to determine whether surveillance was seen as an ethical problem we first tried to determine the reality of surveillance in the organisation. 55% of the respondents surveyed answered "YES" to the question "Does your employing organisation use information technology for the purposes of surveillance" 43% answered that they did not use technology to survey employees. A correlation existed between the company size and the use of electronic surveillance. 59% of those that answered, "YES" were employed in organisations that had more then 500 employees, while 71% of the "NO" responses had between 100 and 500 employees. This finding indicates that the larger the organisation with regard to the number of employees the more likely they were to use electronic surveillance equipment.
The very nature of the surveillance equipment available means it can be easily concealed and used in a covert fashion. The next question was designed to ascertain whether or not the organisation disclosed its surveillance policy to its employees. 50% of the respondents indicated that employees had been informed of the policy to use information technology as a surveillance tool. 14% indicated that employees had not been informed, leading one to assume that the surveillance was being done in a covert fashion.
Perhaps most interesting was the numbers of respondents who answered, " Don't know" , 36% of respondents were unaware whether employees had been informed or not.
The most important aspect of our research in the context of this paper was whether the respondents saw surveillance as an ethical problem. In order to determine the ethical attitudes of Irish IS/IT professionals to electronic surveillance section 1 of the questionnaire asked 23 five point rating statements where the respondent was asked to state their agreement in terms of: Strongly Agree, Agree, Neither Agree nor Disagree, Disagree, Strongly Disagree. The statements were designed to gain an insight into the general attitudes of the respondent to electronic surveillance. The statements were very straightforward with no additional scenario invoking language. An important starting point was to determine the ethical self-image of the respondents. 76%, of the sample agreed that they would refuse to work on a project that they would consider to be unethical. This means that Irish IS/IT professionals consider themselves compelled by moral and ethical considerations with regard to their work.
In order to better understand the ethical attitudes that the Irish IS/IT professionals had to electronic surveillance, they were asked to state their agreement or disagreement to the following statements: " It is acceptable for me to use any technology, to monitor an employee" ; " It is acceptable for me to use any technology, to monitor an employee's Internet traffic" , " It is acceptable for me to use any technology, to monitor an employee' s email" .
There was a correlation between the answers to these 3 statements. Those that agreed with one statement agreed with the other two. 66% of respondents were in agreement with all 3 statements. Similarly the percentage of respondents that disagreed with the first statement (24%) disagreed with the subsequent two statements. The remaining 10% of the population falling into the neither agree nor disagree category.
The questionnaire then attempted to determine ethical attitudes to employees' privacy rights within the organisation. Respondents were asked to indicate whether or not they thought that monitoring an employee without their knowledge was an invasion of their privacy rights. The findings in this section suggest that IS/IT professionals respect the privacy rights of the employee. 63% of respondents indicated that they disagreed that it was acceptable for an organisation to monitor employees without their knowledge. 71% of the IS professionals were in agreement " that electronic surveillance of an employee was not an invasion of privacy rights once the employee had been informed" . These responses indicate that Irish IS professionals value the right of employees to privacy within the workplace.
They recognise the importance of employee' s consent with regard to surveillance.
Their view changed, however, when presented with the statement " It is acceptable for me to use any technology available to monitor an employee I suspect is causing harm without their knowledge" . Having previously demonstrated that IS professions value and respect employee' s privacy rights, the responses received to this statement show that the IS professionals surveyed value less the privacy rights of an employee that they suspect is doing harm to the company. 90% of respondents indicated that they agreed that they would monitor an employee they suspect is causing harm, without that employee' s knowledge.
Further questions showed that far from being immoral, respondents thought that surveillance in such a case is a moral duty. The survey showed that the respondents were in fact highly motivated by their perception of duty which could be interpreted as a strong deontological foundation of their work ethics.
The IS professionals were then presented with an ethical dilemma. They were asked to state their agreement to a scenario type statement, " You discover that your best friend in the organisation has been accessing inappropriate information on the web. Being the only person who has access to this information, you would send this information to the appropriate person in the organisation so that your friend could be appropriately disciplined" . With no fear of getting caught the responses varied considerably. Only one respondent answered that they strongly agree to the statement. 6 or 15% answered that they slightly agreed, 12 slightly disagreed and 4 strongly agreed. While 38% or 15 choose neither to agree nor disagree and 3 choose not to respond to the statement at all.
Like all empirical studies this one is not perfect. The sample size is rather small, the concentration on one geographical area may limit the universalisability of the results. Also, we are faced with the question whether respondents give those answers that they think the interviewer would like to hear and whether their statements are reflected by their practical behaviour. Disregarding these problems, the study still gives a strong indication as to the ethical perception of privacy and surveillance matters from the point of view of those people who organise and realise it. The important conclusion for us to draw are that there is no unequivocal view of the ethics of privacy even by those who are deeply involved in it.
While the vast majority of the IS / IT professionals see themselves as ethical persons in the sense that they would refuse to do things they see as unethical, surveillance is not part of these ethical activities. Rather than having an autonomously developed view of the ethical quality of surveillance, their views seem to be strongly influenced by external factors.
Chief among these factors seems to be the organisational practice. This means that in those organisations where surveillance is practiced, the professionals see it as (ethically) justified, whereas in those companies where it is not done, they would tend to evaluate it as unethical. This leaves us with the conclusion that surveillance is not seen as intrinsically good or bad but as entirely context-dependent.
Undergraduate students' attitudes towards workplace monitoring and surveillance
This study was undertaken to provide some indication of the attitudes of young people towards monitoring and surveillance in the workplace. The research instrument was a questionnaire comprising ten statements concerning the use of closed circuit television A total of 616 students took part in the study over the two year period, approximately 100 from each of years 1, 2 and the final year of study. The results reported here focus on the responses of the final year students, 90% of whom had undertaken a 48-week industrial placement immediately prior to entering the final year. They had worked for employers from a diverse range of sectors and of varying size. Principally based in the U.K. they include multinational corporations, small and medium sized enterprises and the public sector.
With respect to the use of CCTV in the university building in which most of the students' teaching takes place, the majority of students were aware that a CCTV system was in operation; however, apart from a general awareness that it was installed in the computer laboratories there was some confusion about where else it was located. There was agreement by a majority that it was a 'good idea' to have CCTV coverage in the building; why it should be regarded as such is less clear. The system was originally installed as a measure to help prevent theft of computer equipment. Less than half of the students who responded to the questionnaire thought that it was effective in this respect.
Across both years the survey was conducted, one quarter of the final year students thought that equipment was just as likely to get stolen with CCTV in place as without it (and indeed, were proved correct by several incidents of theft of major pieces of equipment in the spring of 2002). Another quarter of all respondents did not know whether equipment was as likely to get stolen.
There is some evidence that the presence of CCTV helps female students to feel safer and that this feeling lasts throughout their time as undergraduates, while the perception of increased security among male students diminishes after the first year. As many as 63% of all 2002 first year students agreed that the presence of the CCTV system made them feel safer; by the final year a similar proportion (60%) of females said they feel safer while only 30% of male students agreed with this. Thus it would seem that while female students and first year male students might be agreeing that CCTV in the building is a 'good idea' because it helps them to feel safer, a much smaller proportion of the other students either feel safer or consider the cameras to be an effective deterrent to theft.
Another possible use of the CCTV cameras is to monitor the activities of students and staff in the building. The camera output is not in fact currently used for this purpose, but the students were asked whether they thought the University is entitled to monitor their whereabouts and activities. In both years of the survey around a third (35%) of final year students agreed or strongly agreed that the University is entitled to monitor their whereabouts and activities while in the building. About another third (37%) disagreed or strongly disagreed with this statement. The remaining 28% were indifferent to the issue or did not know.
With respect to the use of CCTV in the workplace, there is overwhelming support among all students (79% of final years in 2002) that it is a good idea for employers to use CCTV as a security aid. When asked whether employers are entitled to use CCTV to monitor their employees' activities at work 36% of final years agreed/strongly agreed, a similar proportion to those agreeing that the University is entitled to do so.
The students were asked whether they would object to an employer recording their activities on CCTV while at work. Some 42% of final year students said they would object, 32% would not object and 26% were indifferent. They were then asked whether they would want to be able to monitor their own employees by means that include CCTV when they have a managerial position. More than a third (39%) said that they would. The overwhelming majority of all students would want to know if their employer is monitoring their activities and three-quarters would want access to the tapes. Three-quarters also disagreed/strongly disagreed that it is none of their business what is done with the tapes.
As noted above, final year students in the 2002 survey were asked about the forms of surveillance used by their placement employer and their attitude towards them. Table 1 summarises the responses. The 'Used' row indicates the percentage of students who identified each form of surveillance as being used by their placement employer with the actual number of students in brackets. The number of students may not quite represent the number of employers as occasionally large employers take on more than one placement student, however the actual number of employers will not be much less than that indicated.
Students are likely to be aware only when the surveillance is not covert and perhaps mainly where there is an explicit policy or their supervisor has otherwise drawn their attention to it.
Not all of the students who indicated that a form of surveillance was used, expressed an opinion about whether or not it was necessary and if so, whether they minded -but neither did all these respondents tick the 'Don' t know/care' category that was provided. It is possible that they misinterpreted the survey layout so it is not safe to assume that all those respondents who did not indicate one of the three options shown in Table 1 did not have an opinion. Even with this proviso, the responses provide some interesting food for thought. Monitoring of telephone use is less widespread and also less likely to be accepted at necessary by students. Of the forms of surveillance identified, CCTV is the one with the highest proportion of students accepting it as being necessary and not minding its use.
Forms of surveillance
Caution must be exercised in interpreting these responses without further information about the location and purpose of the CCTV systems used by the employers. Follow-up interviews with student volunteers to examine in more depth their experience of surveillance in the workplace are being undertaken as an extension of the work reported here.
Workplace Monitoring in a Private and a Public Enterprise
This third piece research of described here sets out to examine the privacy perceptions of individuals within both a public sector and a private sector organisation. The private sector organisation in this case was a medium sized heavy engineering company. The administration of the company was highly computerised with all office staff having unlimited Internet access. Some personal use outside working hours was allowed. There was some monitoring of staff, particularly regarding Internet and computer use. Although all employees had been informed of the monitoring by the distribution of usage policies, some employees were unaware of the monitoring, as they had not read the document fully.
The public sector organisation was a small local authority in the Midlands of England.
There was a strong public service and confidentiality culture within the council, which was indicated by the high levels of trust by employees that the council would protect their personal information. Computer and Internet use was closely monitored with all staff being aware of this. This was due to the requirement that the usage document was signed and understood by all staff prior to being permitted access.
The original aim of the research was to discover perceptions of privacy and the influences that information and communication technologies (ICTs) had had on those perceptions through the analysis of the two case studies. The research considered perceptions in a purely qualitative way using a hermeneutic approach, which involved reading between the lines of the dialogue, and considering the dialectic, the body language, the culture and society within which the individual resides. This allowed the researcher to develop a rapport with the individual and to put the participant at their ease. In this way, it was anticipated that the participant would more likely be open and honest in their responses to questions thus providing a greater depth of understanding of the issues.
By considering the hermeneutic circle of understanding the perceptions of the individuals concerned became so familiar through the analytical process that further understanding would only be possible if more research was to be conducted. Therefore the phenomenon was considered known within the limitations of the information gathered.
The interpretive interactionist tools of Denzin (1989) were utilised for data collection and analysis that further enhanced the use of the hermeneutic approach, by providing a framework closely related to the symbolic interactionism school of social science research. The methodologies used therefore can be considered 'naturalistic' in that they are an 'attempt to develop interpretations grounded in the worlds of lived experience' (Denzin, 1989 p.167) .
The use of these techniques and approaches enabled the research to discover the feelings and perceptions of the participants. The research was able to discover individual' s perceptions not only about privacy but also a much wider range of issues that had been impacted by the use of ICTs. Comparisons within the study revealed little difference between employees from either organisation in their perceptions of the importance or awareness of privacy and surveillance. This indicated that there was little in organisational culture that had directly influenced perception at a personal level for each individual although some operational differences were identified in the permitted use of ICTs as indicated above.
The selected participants were drawn from a wide range of departments within the organisations and included a random selection of managers, administration staff and non clerical employees. Nineteen individuals participated in the study, which involved two semi-structured interviews lasting between thirty and fourty five minutes. Questions were open ended and designed to address a specific issue such as 'how important is privacy to you?' and 'how do you feel about workplace surveillance?' During the interview the participants were encouraged to elaborate and discuss the issues in greater depth. Each tape recorded interview was conducted several weeks apart in order to allow for thinking time and the effect of awareness raising from the interview to be considered.
The issue of surveillance was examined in some depth. The research discovered a lack of concern felt by the participants over the use of Closed Circuit Television (CCTV) in public places, It doesn't bother me cos I don't think I'm being watched any more than anybody else (Local Council participant) The use of other forms of surveillance, either overt or covert where its use was seen to be legitimate for crime prevention purposes was also discussed. Where these surveillance technologies could be used for the purposes of information gathering, it was both motivation and consent that was seen to be important rather than the act of surveillance itself do anything you like as long as I agree to it, as long as I know you are doing it with permission (Local Council participant). Surveillance was seen as largely a necessary part of modern society and many of the participants in the study considered that it was so embedded in society that surveillance was largely accepted as the norm.
This finding was of some concern in that civil liberties issues were not considered important to the participants. The most common response to questions concerning the use of surveillance in public places was 'if you are doing nothing wrong it does not matter'
(Private sector participant), indicating a belief that law abiding citizens have little to worry about from increasing levels of surveillance. Further, the participants appeared to have considerable faith in the intentions of the authorities not to abuse the information gathered and to make efforts to ensure that mistaken identity and other surveillance mistakes were rectified you rely on trust in those organisations to use the information appropriately…its on trust that they are doing it properly (Local Council participant). That the participants had no evidence to support or refute this meant that they were accepting of what they had been told rather than considered the issues and potentials for abuse prior to that acceptance.
It appeared that a lack of information and knowledge of the greater implications of societal surveillance was a deciding factor in the participants' lack of concern over CCTV and other public surveillance technologies. This lack of information or even possibly biased information had influenced perceptions in the studied individuals. However, the participants were uncomfortable about the use of such technologies and techniques without the knowledge or consent of those who would be surveilled. The problem that was identified within this view was that there was clearly a difficulty in squaring the circle between safety and security on the one hand, and privacy and autonomy on the other. It is impossible to ask a criminal if they mind being surveilled. It is also impossible to ask the permission of every visitor to a shopping centre to allow the use of CCTV in order to be able to observe shoppers as they go about their business. Some level of supervision was considered to be necessary to ensure that work was being completed efficiently and accurately. Further, it was seen as acceptable that there should be monitoring to prevent misuse of company equipment or to prevent theft I think it' s actually right that it should be monitored (Private sector participant). The problem seemed to arise when the use of surveillance technologies was perceived to be prying into personal lives or where the monitoring was done without consent. Informed consent at all levels was the key to acceptability for many of the participants. Privacy was not generally expected within the workplace but at the same time, there were limits to acceptability that were hard for the participants to define. The limit of acceptability was extended to the personal realm including family life, personal relationships and social life outside work.
Some participants had heard of companies that had begun to investigate more deeply into the personal lives of employees. This had been undertaken with the idea that it was a way of ensuring that no one was potentially undermining the standing of the business or could be considered a security threat. This level of monitoring and surveillance was considered by the participants to be way beyond acceptable limits for employer monitoring.
Overall, employee monitoring was considered to be acceptable within certain limits.
This meant that it should remain within the workspace and be used to prevent abuse or for security reasons. Surveillance should not extend to performance monitoring or personal information gathering, and it should only be conducted with the prior knowledge or preferably consent of those to be monitored.
Research Limitations
Before we come to the discussion and interpretation of the three studies, we should acknowledge the weaknesses of the approach chosen here. All three studies produce their own problems. The study of the Irish IS/IT professionals has to contend with the problem that its sample size is relatively small and that it is unclear whether the results are representative for the population of Irish IS/IT professionals. It also chose quantitative approach to a question that may be better researched using qualitative techniques. The second study has to contend with the problem that its research subjects are computing students who may have specific views on technology, which are not generally applicable.
Another objection might be that students are not relevant respondents because they are immature and lack work experience. To some degree these objections are justified.
However, a considerable number of our students, at least in their final year of studies, did have working experience. Furthermore, the study is only one piece of evidence and therefore only serves to underline our point that surveillance is not seen as a problem. We believe that for this purpose the study is valid. The final study was an in-depth qualitative investigation. As such it is hardly possible to do it justice in the confines of this paper.
What we present here are just the most important results, which we ask the reader to accept.
Finally, there is the problem of the coherence of the studies. They were designed independently and therefore originally aimed to answer different research questions. They use different methodologies and research philosophies. In this paper they have been reproduced to raise a different problem that was not their starting question. The combination of these limitations means that we cannot scientifically "prove" anything with our research. However, this weakness of our empirical research is also its strength. There is an unexpected result that all three of them have in common, namely that respondents are generally less concerned about surveillance than we initially assumed. The fact that this result surfaced in three completely different pieces of research indicates that there may be an underlying pattern worth exploring. This is all we are using our empirical research for in this paper. For the rest of the paper we will explore how the findings can be explained and which consequences they can have.
THE PROBLEM OF NOT HAVING A PROBLEM
We are now at a stage where academics dread to be. The empirical research described above indicates that our research subjects did not, as a general rule, perceive surveillance as a problem. Or if they do they don't do anything about it (cf. Stalder 2002). Our problem at this stage is thus that we appear not to have a problem. Given that the research started out with the assumption that surveillance is a deeply problematic practice, this jeopardises our entire approach. The following section will therefore attempt to do two things that should allow us to carry the research forward. First, it will discuss the literature on why surveillance may be useful. The text then identifies why it is held to be problematic by other authors. In the second part it will attempt to reconcile the two different views. It will put forward suggestions that should explain why, despite some of the good reasons to be found in the literature for why surveillance is not a good thing, it is not perceived as problematic by people who are exposed to it. This should prepare the ground for the conclusion where we intend to suggest avenues for addressing the discrepancy.
The Problem of Surveillance
This section will discuss why surveillance is described as a problem. In order to come to the bottom of this question it will start out by recounting the reason for the practice. It will then briefly discuss the concept of privacy which is closely related to surveillance. Finally, it will review the literature regarding arguments against surveillance.
ARGUMENTS FOR SURVEILLANCE
What is surveillance? Generally, it is the fact (or the possibility ( . However, there seem to be local differences and surveillance is even stronger in the USA (Stanton & Stam 2003) where already in 1988 10 million workers were subject some form of surveillance (Bowie 1999) . A majority of American companies are controlling their employees' email (Schulman 2000) and almost everyone who has access to a computer is subject to some sort of data collection (Hartman 2001) . If it has become such a wide-spread phenomenon the question must be: why? Why do individuals, societies, and most importantly, why do companies go to the trouble of surveilling individuals?
The original motive of surveillance on an everyday level is probably a kind of natural curiosity of what others do (Gumpert & Drucker 2000) . In order to institute sophisticated means of technological surveillance, one needs more than just curiosity.
There needs to be a social framework that renders surveillance acceptable and legal.
Society has an interest in surveillance when it promotes its goals, which in democratic societies usually means maintenance of social order and crime prevention (van den Hoeven 1997; Taylor, N. 2002) .
More important for our subject of interest, for employee surveillance in organisations, is the interest that companies have in surveilling, which is usually expressed in economic terms. Companies use surveillance to cut costs or improve earnings. The most serious problem that companies seem to face is that of economic loss because of a misuse of resources. Non-work related web use, for example is supposed to cost US corporations alone more that $ 54 billion a year, not including productivity loss and bandwidth wasted (Boncella 2001) . This abuse of company resource includes accessing irrelevant web sites, chatting, gaming, downloading of mp3 files etc. (Siau et al. 2002) . This problem is sufficiently serious to warrant the invention of new terms to denote it, terms such as "cyber-slacking" (Block 2001) or "cyberslouching" (Urbaczewski & Jessup 2002) . It is usually argued that management has a right to defend itself against such misuse (Velasquez 1998 ) and that it can best do so by surveillance. Surveillance is supposed to force employees to be accountable for their action (Marx, G. T. 2002) . It is assumed that forcing people to be accountable is acceptable since they have no rights to hide facts about them which are relevant to the labour contract they signed (Posner 1995) .
Another economically motivated argument for surveillance is that of security.
Surveillance is supposed to secure access, avoid misuse, prevent theft etc. This is the main argument for the use of biometrics which stands for a group of technologies that try to identify humans through their biological characteristics and which is increasingly used for the purposes of surveillance (Tolo & Steinke 2002) . Having established that there are numerous reasons for surveillance, we can now start to think about the reasons why it might not be a good thing. In order to understand this it is useful to take a look at the presumed opposite of surveillance, namely privacy. The next section will thus discuss the concept of privacy in order to provide a foundation for the arguments against surveillance.
THE CONCEPT OF PRIVACY
At first sight it is clear what privacy is but it is often hard to say how exactly it is defined In order to understand the arguments against surveillance it is also important to see what status privacy has. There are two fundamental possibilities: one states that privacy is an absolute right or good, whereas the other sees privacy as relative. The former argument believes that privacy is something like a natural right, maybe a human right, something that must be defended as an end in itself (Spinello 1997) . A similar way of expressing the same idea is to call privacy an intrinsic value (Tavani 2000; Moor 2000) . On the other hand privacy can also be seen as relative, which means that its value is in something that it causes or affects. Another way of putting this is to call privacy an instrumental value, meaning that it is instrumental in achieving something beyond itself. It is not possible to follow the fine points of this debate here but we can note that in both cases privacy is seen as something that is worth protecting. Also, in both cases privacy is limited, as every right or value is limited when it collides with an equal or higher right or value (Introna 2000; Britz 1999 ). The difficult problem is to determine where these limits are located. Given that a wide interpretation of privacy will make surveillance difficult we are now back to the problem of surveillance and we can now recount the arguments against surveillance.
ARGUMENTS AGAINST SURVEILLANCE
The arguments against surveillance can be divided in three groups: those that refer to the results of surveillance on the individual, the consequences for society, and finally arguments against the economic usefulness of surveillance. The arguments against surveillance and those for privacy protection are sufficiently similar that no difference between them will be made here. This implies a relationship between surveillance and privacy that may be simplistic (cf. Stalder 2002) but that will suffice for our purposes.
The most frequently named and arguably ethically most serious arguments against surveillance target the consequences it has on the individual who is surveilled. In a very general sense, surveillance can be understood as an objectification of the "Other" which Introna (2003) , using Levinas' ethical theories, sees as unethical per se. While even most critics of surveillance would not go quite this far, many agree that surveillance can hurt the individual. In so far as it infringes privacy, surveillance affects the basis of selfdetermination and self-identity (Severson 1997; van den Hoeven 2001) . We seem to need a "protective cocoon" in order to flourish (Brown 2000) . This begs the question whether employers have the right to such incisive power over their employees (Nye 2002) . A related problem is that of the autonomy of the individual. Autonomy is regarded as central for some ethical theories and in order to develop it and to live a life according to their own design, individuals seem to require an unobserved space (Spinello 1997; Brey 2001) . Not allowing people to have this apparently necessary unobserved space is thus an expression of a lack of respect for their wishes and needs (Elgesiem 1996) , which in itself is ethically problematic.
Surveillance can adversely affect the development and character of the individual.
Drawing on several authors, Nissenbaum suggests that a lack of privacy can jeopardise the individual's mental health (Nissenbaum 2001) . Related to this is the concept of trust. One the one hand it can be argued that trust is essential for our day to day lives and also for all sorts of business transactions (Solomon & Flores 2001) . On the other hand, surveillance can be understood as an expression of distrust and, worse, continued surveillance may make it hard or impossible to establish trusting relationships (Koehn 2001; Johnson 2001; Gallivan & Depledge 2003) . This argument can be extended to state that surveillance can impede the building and maintaining of health relationships with others (Rachels 1995) .
Next to the arguments against surveillance that are based on the disadvantages it produces for the individual, one can find a group of arguments that focus on the negative effects on society. Among them one can find the logical extension of the individual arguments which holds that a society made up of individuals who have personality problems because of a lack of privacy will likely be deficient. This might for example be problematic in democracies which are based on the idea of the mature and autonomous individual. A second line of arguments concentrates on the effect surveillance has on the use and distribution of power (Rule, James B. et al. 1995; Forester & Morrison 1994) . The discussion regarding surveillance and power often use the theoretical framework provided by Michel Foucault (Foucault 1975) . It analyses the way ICT can be used to create a "Panopticon" and how this normalises and disciplines the individuals (Goold 2003; Yoon 1996; Introna 2001) .
Finally, and possible for the perspective of this paper most interesting, there are voices that argue against surveillance on the basis that it is bad for business, that it hurts the economic system. These arguments tend to emphasise that surveillance can and often will be interpreted as an expression of a lack of trust and that such a lack of trust may be more harmful to the functioning of an organisation than could be justified by the advantages of surveillance. What does it say about a company when management doubts their employees' ability to work without close supervision, when the working assumption is that employees will behave immorally (Bowie 1999) ? Empirical research suggests that this relationship does exist, that managers in companies where email use is monitored, for example, are less likely to trust employees than those where no monitoring happens (Weisband & Reinig 1995) . Furthermore, employee surveillance seems to be the result of a mindset of early industrial revolution where managers had to force an unwilling workforce to do their jobs.
It seems unsuitable for modern employment relationships (Thompson 2003) where the individual initiative of the employee is of central importance as is the case in virtual teams or in teleworking (Jerrard & Chang 2003) . Where does this leave us? This very brief overview of the arguments for and against surveillance has shown that, while there may be good reasons for surveillance in some cases, it is a deeply and fundamentally problematic activity. It threatens the autonomy of the individual, it can have negative results for society and it may even be damaging for businesses. Given this result the findings of our research presented in the first part of the paper take on a new meaning.
Some Explanations for the Lack of Awareness of the Issues Surrounding Surveillance
There is a variety of possible explanations for the apparent indifference or complacency about the use of electronic monitoring and surveillance in the workplace that the studies described here have revealed. With respect to the survey of undergraduate students, it may be that youth and/or inexperience have affected attitudes. The study does yield some evidence that age and/or experience does moderate attitudes in that there are variations of response between those students in the first or second year of their studies and those who have completed a 48-week industrial placement. Another possible explanation that may apply to both this study, which had an emphasis on CCTV as a surveillance technology, and the third study, is that they were conducted in the U.K. which has been described as the country having made more use of CCTV in public spaces than any other (Norris & Armstrong, 1999) . Perhaps the population of that country has become accustomed to the ubiquitous nature of CCTV systems and perceives no problem with them or other monitoring and surveillance systems. The unthinking acceptance of CCTV as a 'good thing' is encouraged by media coverage of their use in crime detection. For example, CCTV recordings from shops or banks that have been burgled are regularly shown on television together with an appeal to the public to help identify the criminals involved;
when this leads to an arrest being made this result is widely publicised. Perhaps the most well-known case, that of the murder of a toddler whose kidnap by two older boys was caught on the CCTV of a shopping centre, gave a huge impetus to the expansion of CCTV systems in public places in the U.K.
Another aspect of contemporary life is the collection of personal data on an unprecedented scale by virtue of being a citizen or consumer. The subjects of our studies, being educated and economically active adults, are likely to be users of financial institutions, shops, the internet, to pay taxes and to vote -and consequently to have many pieces of data held about them in numerous computer systems. Indeed, for there not to be such records about one would make it quite difficult to function in society. Perhaps it is because our subjects are so accustomed to this aspect of modern life that they are not concerned when they encounter surveillance-enabling technologies in the workplace. They may, indeed, see their employer as having more right to gather information about them than a supermarket or a bank.
Within the workplace there often tends to be an emphasis on the employer' s, rather than the employees' , rights. It is hard to disagree with the assertion that an employer is entitled to protect their premises and property from theft or damage by employees or others. Indeed, some surveillance systems are introduced to safeguard employees, either by dint of the nature of their job (for example, bus drivers in a city centre by night) or the location of their premises (where there may be security risks in the immediate vicinity as employees access their means of transport home). It may be that the subjects of the studies reported here have accepted these arguments for the workplace monitoring and surveillance systems that they have encountered. Sewell and Barker (2001) argue that framing the problem of surveillance in terms of a tension between individual privacy rights and the state' s (or in this case, the employer' s) right to intrude on that privacy for the common good, '. . is bound to err on the side of control whereby we commonly dismiss any misgivings with the popular aphorism, if you' ve got nothing to hide, you' ve got nothing to fear, thereby justifying almost any level of intrusion in the name of the Common Good' . Until or unless they are exposed to the misuse of workplace monitoring and surveillance systems in a way that affects them personally perhaps the majority of employees accept the populist arguments justifying their use.
It is possible that there are deeper underlying issues which may explain this perception. One explanation that struck us as plausible is that of religion. Members of Christian societies (and presumably of other societies where a monotheistic religion is prevalent) may get used to the idea of being watched constantly because of the assumption that God holds all information about everybody. Disregarding whether this is a theologically sound view of Christian religion it seems to us to be one that most children growing up in a Christian setting would agree to. This type of expectation of being watched may make it easier to accept technological surveillance in the workplace. This is again possible irrespective of factual religious convictions because, as Weber (1996) has shown, perceptions and tendencies to act based on religion can survive long after the actual belief has died. It seems likely to us that such deep cultural convictions are also of importance for the acceptability of arguments such as the one presented in the last paragraph. The "if you have nothing to hide, then surveillance cannot be a bad thing" type of argument will certainly be strengthened in its power if it is part of the individual and collective background.
Another interesting point is that most of our respondents, be they IS professionals, normal employees, or university students accept as starting point that surveillance, as long as it is not misused, is acceptable. The most important objections we found against surveillance concerned intentional misuse by the party doing the surveillance. An employer is seen to have a right to use surveillance for business purposes but not for reasons of personal curiosity. This raises the interesting issue of who gets to determine which uses of surveillance are legitimate and which ones are not. More interestingly, it implies that some uses of surveillance are accepted as legitimate and seem beyond question. This is in fact reflected by social realities where CCTV cameras in the UK, for example, are usually not challenged on grounds of principle. However, the arguments against surveillance recounted in the last section generally do not even consider whether surveillance is legitimate. If surveillance hurts the individual's development or trust in an organisation then this does not seem to depend on the legitimacy of its aims.
The reasons advanced here to explain our findings can only be speculative; further research is required to determine what might be the factors at work in the lack of concern about electronic workplace monitoring and surveillance that we have detected.
CONCLUSION
We have presented the results of three separate pieces of research, all of which indicate a degree of acceptance (within certain limits) of the employer' s right to use various forms of surveillance in the workplace. We have reviewed the reasons why surveillance may be considered to be problematic and we have speculated as to why the subjects of the three studies do not appear to be aware of the negative potential of workplace surveillance. where data gathered about employees has been used to their detriment or advantage. There may be differences of views between employees working at different levels of seniority, within particular functional areas, or in various industries.
Should an apparent lack of concern be discovered to be widespread, the reasons for this need to be determined. If surveillance is accepted within certain limits, as suggested by the studies reported here, then a debate is required concerning what are those limits, who has the right to determine them and whether limits are situationally-specific; for example whether they might vary between a financial institution, a branch of the defence industry, a retail outlet. If employees are unaware of the potential negative effects of being subjected to surveillance, these effects could be brought to their attention and their attitudes subsequently revisited to examine whether lack of awareness is an influencing factor.
Among possible negative effects is the threat to the autonomy of the individual. Given the levels of surveillance within society at large and in the workplace, the individual living in a developed country has lost control of who holds data about them and how it is being used.
There is evidence of high levels of stress in contemporary Western society in general and in the workplace in particular. There is likely to be a complex set of reasons for this phenomenon but it may well be that surveillance is a contributing factor. Another prevalent issue is the erosion of social trust, (O' Neill, 2002) already well underway before but exacerbated by the events of September 11 th 2001 (Lyon 2003) . Whether a society where every individual is seen as a potential threat until checked out and a workplace where every employee is considered to be potentially untrustworthy are psychologically
healthy environments is open to serious question. There is an irony in the apparent trust that some employees place in their employers that they will not abuse the data that they gather about them, yet the lack of trust of the employer as evidenced by the level of surveillance.
If the philosophical, psychological and sociological arguments against surveillance are not accepted, there is the pragmatic argument that it is not good for business. Many organisations depend on the creativity of their employees; subjecting them to surveillance may inhibit the very qualities for which they have been hired. An interesting area for investigation would be to examine whether the most innovative and successful organisations are indeed those where levels of trust and mutual respect between groups of employees is high and levels of electronic surveillance low.
A feature of the various electronic networks that gather data about the citizen and employee is that they capture a snippet of information at a given moment in time which is far from being a complete picture of a complex human individual. These snippets are used to categorise people for particular purposes, for example to determine to what level of insurance (if any) they are entitled (Lyon 2003) . In the workplace such 'snippets' could be used to unfairly categorise an employee, for example as someone who is under-performing because of time spent away from a workstation, when in fact there may be a number of explanations for the observed behaviour.
Observing 'snapshots' of isolated aspects of an individual diminishes his or her human dignity. However, a part of respecting the human individual is to acknowledge their right to their own opinion and not to impose on them a particular point of view. Academics concerned about the negative effects of workplace surveillance need to engage in debate with those involved, to raise awareness of the negative potential to counterbalance the prevalent attitude of acceptance and to further research this rich and complex area.
